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Step by Step Instructions on How to create an

ID.me Account for VA.gov




and click Create Account

'm.-!.-l;]!-!:!,-,. a Search » Contactus Sign in

VA Benefits and Health Care -~ About VA Find a VA Location

Welcome to VA.gov

The PACT Act and y‘nur Create an account to manage

benefitz and care in one place — any

vA benefits time, from anywhere.
Create nt: <
This new law expandz and extends eligibility for care and

benefits for Veteranz and survivors related to toxic exposures.

Learm how an account helps vou

o Learn what the PACT Act means for you

Search Top pages

ﬂ Check wour claim or appeal Compare Gl Bill bensfits
status Get mentsl health care

Review your payment history

Review or update wour
Other search tools

File for disability compensation dependents
=* Find = WA location Scheduls or manage health Get reimbursed for trawvel pay
= Find = VA form appointments

Get wourWA medical records

= Find benefit resources and support Refill or track s prescription



http://www.va.gov/

Creating an ID.me Account

VA LS. Department
ol Veterans Affairs

Sign in

LOGIN.GOV

DS Logon

My HealtheVet

Or create an account

0 Create an account with Login.gzov

0 Create an account with ID.me +——

Having trouble signing in?
Get answers to commeon questions about signing in and werifying your identity.

Call our MyWA£11 main information line for help at 800-698-2411 (TT¥: 711). We're here 24/7.

Terms of use «—

When you sign in to VA.gov, you're using & United States federal government information system.

By signing in, you ag y use information you hawve legal authority to view and use. You

also agree to let us monitor and rece nation

with auditors or law enforcement o

ur activity on the system and share this info
Is.

By signing in, vou confirm that vou understand the following:

civil, or administrative

Unauthorized use of thiz system is prohibited and may result in crimina
penalties. Unauthorized use includes gaining unauthorized data access, changing data, harming

the system or its data, or misusing the system. We can suspend or block your access to this

system if we suspect any unauthorized use.

A Review the Terms
of Use

A Select Create an
account with ID.me




Creating an ID.me Account

Signin toID.me

P» Creat

New to ID.me?
e an ID.me account Sign in to ID.me

Create an ID.me account

Already have an ID.me account?

Email

* Indicates a required ficld

Enter your email address

Email *

Password

notarealemail@mail.com

v

Enter password

Password *

v

Confirm Password *

v

OR > | accept the ID.me Terms of Service and Privacy Policy
-~
_ > Create account
‘ W mo P ‘
OR
-~
What m ms of Servic y Policy .

A Create an ID.me
Account

A Enter Email

A Create a
Password

A Accept Terms
of service and
Privacy Policy

A Create Account




Creating an ID.me Account

CONFIRM YOUR EMAIL ADDRESS Welcome!
g Thanks for creating an ID.me account!
A I D me Wl ” ID.me simplifies how you verify and share your identity online, while helping
we sent an email to ||| | G Confll‘m the emall keep your information safe.
fyou cannot find the email, please check your You can confirm your email address by clicking the link below.

folder. i 1
P e e amatl used by sending
After your email is confirmed, return to this page an e m ai I

to continue.

:
Didn't receive the email? Resend my verification A S e I eCt CO nfi rm

Vour emall Please note: This link will expire in 15 minutes.

Can't click on the button in your email?

Enter the 6-digit code from the email below.

‘ ’ Can't click the button in this email?

Copy this code and enter it in your browser to complete the confirmation.

Why do | need to confirm my email?




Creating an ID.me Account

You should receive this notice. Continue with the next step.

ID.me + @

=Y
Your email has been confirmed!

Thank you for confirming your email.
Please return to the other window or tab to
continue with VA.gov.

You may now close this browser window or tab.

What is ID.me? | Terms of Service | Privacy Policy




Creating an ID.me Account

Signin toID.me

New to ID.me?

Create an ID.me account

Sign in to ID.me

> Enter your email address
Password

»

» Enter password

| -

»

Forgot password

OR

£ [s]

.

‘ View more options ‘

Whatis ID.me? | Terms of Service | Privacy Policy




Creating an ID.me Account
ID.me + @

SECURE YOUR ACCOUNT

S

Setup multi-factor authentication C h Oose to Set u p
We recommend securing your account with multi- M u |t| 'faCtor

factor authentication. With multi-factor

authentication, even if someone BUESSES Your Auth e nti Cati O n n OW

password, they can't sign in as you.

You'll enly need to secure your account once, Or |a.te r .

What does this mean?

Set up multi-factor authentication

OR

v

Set it up later

v

Whatis ID.me? | Terms of Service | Privacy Policy




Creating an ID.me Account

Phone Multi -Factor Authentication Method

SECURE YOUR ACCOUNT

@ s
With multi-factor authentication (MFA), even if someone

guesses your password, they won't be able to sign in as
you.

Receive a code by phone

Please use a phone number you can access whenever
you plan to sign in.

Phone Number

_—

K <

Textme Callme

THE NUMBER PROVIDED WILL ONLY BE USED FOR ACCOUNT
SECURITY. MESSAGE AND DATA RATES MAY APPLY.

A Enter
Phone
number

A Select
Text or
Call me

SECURE YOUR ACCOUNT A Enter

Confirm your phone num

code
ber that Is

Please pick up the phone and follow the Se nt to

instructions to receive your 6-digit c

Enter the 6-digit code *

ode,

your

| phone

Didn't receive it? Regend my verificatio

n code A Contlnue

A

—— > No, | do not want to secure my account

A

bt this time




Creating an ID.me Account

ID.me +

YOUR ACCOUNT IS NOW SECURE

Your phone number can now be used for multi-
factor authentication.

E'j Phone Authentication
Verification

Visit ID.me My Account to view and manage multi-
factor authentication settings.

Recovery code

A recovery code can be used in the event you lose
access to your multi-factor authentication device.

Generate recovery code <

Continue —>

A




Creating an ID.me Account

Or choose a different authentication method

[ —
------

Code|Gengrator
Push Notification Application

— - Additional methods
of Authentication
Security Key Device Unlock you Can Choose from

@:,.
NFC—EHE Mobile

Security Key

No, | do not want to secure my account at this time




Creating an ID.me Account

a Search v+ Contactus Sign in

VA Benefits and Health Care -~ Find a VA Location

Welcome to VA.gov

The PACT Act and Ynur Create an account to manage

benefits and care in one place — any

VA benefits time, from anywhere. Slgn-ln Agaln
This new law expands and extends eligibility for care and

benefits for Veterans and survivors relsted to toxic exposures.

Learn hiow an accournt helps vou

o Learn what the PACT Act means for you

Search Top pages

ﬂ Check vour claim or appeal Compare G| Bill bensfits
status Get mentsl heslth care

Review vour payment history

Review or updsats your
Other search tools

File for disability compensstion  dependents
=#* Find a WA location Scheduls or manage health Get reimbursed for travel pay
=* Find a VA form Sppointments Get your VA medical records

- Find benefit resources and support Refill or track a prescription




Sign in with ID

VA LS. Department
ol Veterans Affairs

Sign in

Signin toID.me

New to ID.me?

Create an ID.me account

My HealtheVet Email
Enter your email address <
Or create an account
0 Create an account with Login.gov Password
0 Create an account with ID.me Enter password <
Having trouble signing in?

Get answers to common questions about signing in and verifying yvour identity.
Call our MyWA£11 main information line for help at 800-698-2411 (TT¥: 711). We're here 24/7.
Forgot password

Terms of use or

When you sign in to VA.gov, you're using a United States federal government information system.

By signing in, you agree to only use information y

(&)

ou have legal authority to view and usze. You f ‘ in
alzo agree to let us monitor and record your act
with auditors or law enforcement officials.

¢ on the system and share this information

By signing in, you confirm that you understand the following: View more options

Unauthorized use of thiz system iz prohibited and may result in criminal, civil, or administrative
penalties. Unauthorized use includes gaining unauthorized data access, changing data, harming
the system or its data, or misusing the system. We can suspend or block your access to this
ystem if we suspect any unauthorized use.

M WhatisID.me? | Terms of Service | Privacy Policy




ID.me +

COMPLETE YOUR SIGN IN

Receive a code by phone
< .
K, <
\ Text me

M'E:E've a code at the foellowing number

@ Co-

Call me

If you've changed phone numbers or carriers from
when you previously set up multi-factor
authentication, please update your settings here.

Complete your sign In

Code by text

Your |D.me verification
code s .Don't
share it. Anyone asking for
it is stealing your identity.

A

v

COMPLETE YOUR SIGN IN

Enter the code we sent to (F%%) ***--

Enter the 6-digit code*

Didn't receive it? Resend my verification code

If you've changed phone numbers or carriers from
when you previously set up multi-factor
authentication, please update your settings here.

What is ID.me?

Terms of Service | Privacy Policy




Verification of Identity Notice

You will see this notice. It is optional, but is needed to access most services

Verify your identity

I & ‘Yousigned in with ID.me

We'll need to verify your identity so that you can securely access and manage your benefits.
Why does VA, gov verify identity?

This one-time process will take 5 - 10 minutes to complete.




Verification of Identity Notice

If you do not verify your identity, you will see these notices
when you try to access most services

© Verify your identity to access more VA.gov tools and
features

When you verify your identity, you can use VA.gov to do things like track your claims,
refill your prescriptions, and download your VA benefit letters.

Verify Your Identity

Learn about how to verify your identity




Verification of ldentity

You can change your mailing and home addresses in your profile’s contact information section. To do

this, you need to be signed in to VA.gov with a verified account.

A\ Please verify your identity to change your address

We need to make sure you're you — and not someone pretending to be you — before
We can give you access to your personal and health-related information. This helps
us keep your information safe and prevent fraud and identity theft.

This one-time process takes about 5 to 10 minutes.

Review your benefit debt and copay bills
online

A Please verify your identity to manage your VA debt

We need to make sure you’re you — and not someone pretending to be you — before
we can give you access to your personal and health-related information. This helps

us keep your information safe and prevent fraud and identity theft.

This one-time process takes about 5 to 10 minutes.

Verify your identity

Who can sign in to manage debt online

At this time, only Veterans and service members can use this tool to review their benefit overpayments

and copay bills online.

Download VA benefit letters

To receive some benefits, Veterans need a letter proving their status.

Access and download your VA Benefit Summary Letter (sometimes
called a VA award letter) and other benefit letters and documents online.

A Please verify your identity to get your VA benefit
letters

We need to make sure you're you — and not someone pretending to be you — before
We can give you access to your personal and health-related information. This helps
us keep your information safe and prevent fraud and identity theft.

This one-time process takes about 5 to 10 minutes.




Verification of Identity

To verify identity choose Verify with ID.me

Verify your identity

I &/ You signed in with ID.me

We'll need to verify your identity so that you can securely access and manage your benefits.

Why does VA.gov verify identity?

This one-time process will take 5 - 10 minutes to complete.

o~ §




Verification of Id

VERIFY YOUR IDENTITY
We'll need permission to use details from your
credit profile and other public sources to verify

your identity. This will not affect your credit score.

Choose a verification method

Upload photos of your license or state 1D

Upload phatos of your driver’s license or
er your Jocial Security

ztate DL and 2

UM OEer.

Choose
Method of

Upload a photo of your passport

Upload a photo of your passport and enter
your Social Security number.

verification

&= Upload photos of your passport card

» -
Upload photos of your
enter your Social Security
@ Amswer gquestions about your credit
) { history

Tell us your name, address, phone numbsar
birth date. and Socdal Security number so we
can confirm your idencity

Consent for IDme to collect Blometric
Dota and Sensitive Personal
Information

CONSENT FOR ID.ME TO COLLECT I

<

BIOMETRIC INFORMATION AND |

SEMSITIVE PERSONAL INFORMATION

BIOMETRIC INFORMATION PRIVACY STATEMENT

Hatics and Cangsant

A

Consent
to Collect
Data

| don't live in the United States

Cancal




What i1s Personal Sensitive Information and BIOMETRIC Information?

A Personal Sensitive Information includes Name, DOB, SS# Address, Drivers License Number,
Passport and/or State ID Number.

A Biometric Data is a form of personal information related to biometric characteristics which can
be used to identify you. Examples: fingerprints, voiceprints, scans of hand, facial and retina
recognition etc.

A What biometric data do they collect? It depends on the services you are trying to access. Many
services do not require biometric data. Some of the services that require a higher level of
assurance of your identity include the IRS, VA, State unemployment or labor departments,
among others.

A How do they use your data?
A To verify Identity when you open an account or are signing in
A To authenticate use of your account and the services for a transaction

A To prevent fraudulent uses of UD. meAs Servic
not prohibited by law.

A To comply with legal obligations or to comply with a request from law enforcement or
government entities

A 1D.me does not sell or give away the data

A You may ask for the information to be deleted after verifying your identity.

A You may refuse to give consent for collection of this data but you will not have access to
some services.




|D.me Identity Verification Process

v

Consant for IDme to collect Biomaetric
Dorba and Sensitive Persondal
Information

CONSENT FOR ID.ME TO COLLECT I

BIQMETRIC INFORMATION AND
SEHMSITIVE PERSCOMAL INFORMATION

BIOFAET RIS BI{F OERAATHON PR SCY STATERERT

Hotics and Sonsant

v

. . -
p Cancel

Either Agree to
the terms or
Cancel




|D.me ldentity Verification Process

If you agree to the terms, continue the verification process. If you are
on a computer, ID.me will send a link to your phone to continue the
verification process

VERIFY YOUR IDENTITY

Take photos of your identity WAITING FOR YOUR PHOTOS...
document
Enter 8 mobile phone number, then we'll text you
a link o take photos of your identity document. o 2 3 4 3
Identity Document

Driver's License Change document Tﬁxt Eﬂ'ﬂt tG +] _

cr
i
= G20
Your smartphone must have a [+]
camera and a web browser.

Yy Eentering phone number, y E
receive notifications through text message or voice .
calls during sign-in attempts in order to protect PIE“SE tl::lp thE I||"||"-': to uplﬁﬂd phﬂt 05,
your account.

Didn't receive the text message?

Send it again




|D.me ldentity Verification Process

A Text message to
upload a picture
A Click on the link




